End User Policy Agreement

Purpose
To remain competitive, better serve our customers and provide our employees with the best tools to do their jobs,  <your business name> makes available to our workforce access to one or more forms of electronic media and services, including computers, e-mail, telephones, voicemail, fax machines, wire services, online services, intranet and Internet. 

<your business name>, encourages the use of these media and associated services because they can make communications more efficient and effective and because they are valuable sources of information about vendors, customers, technology and new products and services. However, all employees should remember that such technologies are the sole property of <your company name> and should only be used for business-related purposes. All employees making use of these technologies are responsible for doing so in an professional, ethical and lawful manner.

To ensure that all employees are aware of the scope of their responsibilities as it pertains to use of technology in this company, the following end-user agreement has been established. This agreement is not intended to cover every possible scenario. You are expected to use sound ethical and professional judgment for instances not covered in this agreement. 
Technology Asset Management

Locus of Control:


All digital devices are to be viewed as company resources, NOT departmental or personal resources. As such, the owners/executive managers have sole dominion over all digital devices such as computers, wireless phones, etc. and will allocate these resources as he or she finds necessary. 

Initial: __________

Software Acquisition and Installation

Installation: 

Owners, Executive Managers and Systems Administrators are the only people authorized to install software on a desktop or laptop computer. An exception to this may arise when various technical support agencies or IT personnel instruct a user to install or reinstall software for troubleshooting purposes. 

Installation of frivolous, non-business related software is grounds for verbal and written warnings and could lead to termination. Examples of this software include but are not limited to: 
· Chat Clients – AIM, Yahoo Instant Messenger, ICQ, etc.

· Peer to Peer/File Swapping – Napster, Kazaa, Share Bear, etc.

· Games – Any kind, from the Internet or installed from a disk medium

· Warez – Illegal, pirated and or cracked software

You should be advised that using such software could jeopardize the security of your company’s network and use up mission critical resources (e.g. bandwidth).  Repercussions for installing frivolous software will be based on the program’s impact on network security and resources abuse. 

Initial:__________
Data Security

Physical:


No unauthorized personal may remove data from the property on any medium, for any reason without prior consent. Translated: this means that no floppy disk, ZIP disk, compact disk, DVD, flash drive, jump drive, hard drive, etc., may leave the property without prior consent from one’s department head. 


Personnel that travel should password protect any sensitive documents that they carry on portable media. 


Personnel with access to the computer room and or servers are the only authorized people allowed in that room. Access to servers is permitted only for owners, executive managers and IT personnel. 
Initial: __________

Passwords:

Passwords of any kind, network login, email, etc., are to be held in the strictest confidence. Disclosure of passwords to other employees or the general public without prior consent will result in disciplinary action up to and including termination.  


Password reminder tokens (e.g. sticky notes on a monitor) kept in plain sight are forbidden and will be considered disclosure. 

Initial: __________

Network:


Disclosure of the company’s network topologies (design), server or workstation names, and IP or gateway addresses is strictly forbidden without prior consent. 

Initial: __________

Email & Internet Use

Email:


An email account has been assigned to you to conduct everyday professional communications via the Internet. Email is a company owned resource and is provided as a privilege to you. Abusers of this privilege/resource will be subject to disciplinary action up to and including termination. 

Abuse is defined as any use of email that does not enhance the company’s business goals. This includes, but is not limited to: the sending of jokes, sending graphical images (especially those that are obscene), personal emails to friends or family and the opening of non-business related, suspicious attachments that may contain a virus. 


As the email account provided to you is a company resource, you have no guarantee of privacy. Management reserves the right to monitor all email accounts at will. 


Disclosure of the URL (web address) of any web mail sites is strictly forbidden. 

Initial: __________

Internet:


Like email, Internet access is a company resource and its abuse will lead to repercussions as well. The Internet access provided to you is to be used for business purposes only. 

· Travel Planning Sites  (for business trips only)
· Weather Sites

· Competitor Websites 

· Product Research Sites (this is for company purchases only!… no personal shopping)

· Organizational Sites 

· Training Sites

· Manager Authorized Sites 

Browsing sites of objectionable content, especially those sites that portray graphic violence, nudity, or hate propaganda is strictly forbidden and is subject to disciplinary action up to and including termination. 


As with email, Internet access is a company owned resource and is monitored. You are in no way guaranteed any privacy while surfing the Internet while at work. Please note that this includes accessing the Internet via means other than the local area network. For example dialing into your own personal ISP while at work and viewing objectionable content does not protect you from this policy.

Initial: __________

Prohibited Communications

Electronic media cannot be used for knowingly transmitting, retrieving, or storing and communication that is:

· Discriminatory or harassing; 

· Derogatory to any individual or group

· Obscene, sexually explicit or pornographic

· Defamatory or threatening

· In any violation of any license governing the use of software 

· Engaged in for any use that is illegal or contrary to the policies of this company
Acknowledgement

I ___________________________________________, have read and understand the information technology policies put forth to me. This policy is intended to enhance the company confidentiality agreement. Consequently, I understand that this policy in no way supercedes or confounds said confidentiality agreement. 

Signed: __________________________________________
Date:_____________

Witness: _________________________________________
Date:_____________
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